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Introduction	
This document provides instructions for installing, configuring and using the Network 
Commander application that can be used to locate and manage DCC network devices on the 
local area network (LAN).  Source code for this application is also available on the SecureLink 
2.0 development partner web site. 

Installation	
Unzip the file SL2Dashboard.zip to the desired folder: 
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Running	Network	Commander	
Double-click on SL2Dashboard.exe. 

 

 

The Network Commander window should appear. 
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Importing	a	list	of	Network	Devices	
If available, a list or partial list of network devices can be imported into Network Commander.  
From the File menu, click on Open Device List to import a list of network devices.  The 
Device List File must be formatted as a plain text file with one hostname per line. 

For example: 

SSE900613628 

SSE900783826     

: 

 

 

SecureLink 2.0-Embedded scanners are continuously Broadcasting specific information by 
default.  Network Commander will automatically listen for and note which SecureLink 2.0-
Embedded scanners in the imported list are Broadcasting. 
 
Network Commander will add the serial number, IP address and firmware version.  It will use 
three  icons in the leftmost column to indicate if the scanner is currently reachable on the 
network, if it is currently broadcasting, and if it is configured to use DCHP or a static IP. 
 Yes No 
Reachable on the network   
Broadcasting   
Using DHCP   
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Scanning	for	DCC	network	devices	
Scanning for Securelink 2.0-Embedded scanners that are Broadcasting 
SecureLink 2.0-Embedded scanners are continuously Broadcasting specific information by 
default.  It is very easy to locate these scanners on the LAN if this feature is not disabled.   

From  the File menu, click on Listen for Broadcasting Devices to locate scanners that are 
currently Broadcasting. 

 

 

All scanners that are actively Broadcasting on the LAN will then be added to the list in the 
Dashboard window.  This defaults to being in listening mode. 

Network Commander will add the serial number, IP address and firmware version.  It will use 
icons to communicate if the scanner is reachable on the network and that it is broadcasting 

 
 
 

Network Commander will continue to add new scanners to this list until stopped by clicking on 
Stop Listening for Broadcasts in the File menu. 
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Scanning for all DCC network devices 
SecureLink 2.0-Embedded scanners that have Broadcasting disabled, and DCC network 
printers can be located on the LAN through a network scanning process. 

From the Scanners menu or Printers menu, click on Search Network for 
Scanners/Printers. 

 

A new window will appear in which the user can enter parameters for the scan.  The user’s 
default network adapter parameters are used to pre-populate these parameters.  A dropdown 
for the network range includes the subnets for all network adapters on the system, and if 
scanning multiple times, defaults to the previously used subnet 

 

 

The network scan will typically take around 2 minutes.  A progress bar is displayed at the 
bottom of the window. 

Network Commander will populate the active scanner list with all SecureLink 2.0-Embedded 
scanners, and DCC network printers found on the LAN.  Click on the Scanners,or Printers 
tab at any time to view each list. 
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Removing	a	Device	from	the	List	
A device can be removed from the list by clicking the Ignore button in its Actions column, or 
by selecting the item and pressing the Delete key. 

Saving	a	list	of	Network	Devices	
The list of network devices can be saved from the File menu.  Click on Save to overwrite the 
imported Device File List.  Click on Save As to create a new Device List File. 
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Exporting	Device	Information	
A report listing SecureLink 2.0-Embedded scanners along with useful information can be 
generated from the File menu.  A text file is created in comma-separated-value format so that 
it can be easily imported into other applications such as Excel. 

This report includes scanner serial number, SSL status, IP address, MAC address, firmware 
version, if the scanner was reachable on the network and if the scanner was Broadcasting. 

Click on Export CSV to generate this report.  

 

Save the report to the desired location.  
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The report can then be imported into other applications such as Excel.
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Configuring	SecureLink	2.0‐Embedded	scanners	
Network Commander provides a method of updating all scanners in the active list with the 
same configuration.  Each scanner in the active list can be updated with the same network 
parameters, SSL Certificate, SSL Key and scanner firmware. 
 

Configuring the Credentials 
If the scanners are using non-default admin credentials, Network Commander will need to 
know them for these configuration operations.  They can be input using the Scanners menu, 
Set Login Credentials option. 

 
 
Another window will pop up to enter the username & password for the scanners. 
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Updating SSL Certificates 
From the Scanners menu, click on Update All SSL Certs to upload a new custom SSL 
certificate to all scanners in the active list. 

 
 
 

 

Updating SSL Keys 
From the Scanners menu, click on Update All SSL Keys to upload a new custom SSL key to 
all scanners in the active list. 

 
 

Updating CA Certificates and Keys 
The same process as above can be used to update the CA certificates and keys, but using 
the Scanners menu Update All CAs and Update All CA Keys options.  The CA Certificate 
options can also be configured from the Scanners menu Set CA Cert Settings… option.   
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This will pop up a new window to enter information that will be included on self-generated 
certificate if the scanner is configured to use the on-board CA. 
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Updating Firmware 
From the Scanners menu, click on Update All Firmware to upload new firmware to all 
scanners in the active list. 
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Updating Network Parameters 
From the Scanners menu, click on Set Network Settings to update specific network 
parameters on all scanners in the active list. 

 
 

 

Select or enter the new configuration and click OK to send the new configuration to each 
scanner in the active list. 
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Accessing the scanner admin web pages 
Click on the link in the Admin column to be redirected to that scanner’s admin web page. 
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Configuring	network	printers	
Click on the Printers tab to view the active list of printers. 
Click on the link in the Admin column to be redirected to that printer’s admin web page. 
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Click on the Wired TCP/IP link to change printer network parameters. 
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Use this page to add a password, configure the printer for a fixed IP address, disable the web 
server or restore the printer to factory default settings. 
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Click on the Reboot button to reboot the printer so all changes can take place. 

 

  



 

 

Network Commander User Guide 
 

Rev. C 
6/28/20/23 

 

 
Digital Check Corp.  Page 25
 

Updating Printer Firmware 
From the Printers menu, the Update All Firmware option will update firmware for all active 
printers in the list.  Be sure to use the Set Login Credentials option, from the Printers menu 
first (same as for scanners) if your printers use non-default admin credentials. 

 

Some older printers won’t reboot themselves automatically after this update, so an alternative 
option Update All Firmware (with Reboot) is provided for these cases. 
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Configuring	SecureLink	2.0	Appliances	
Click on the Appliances tab to view the active list of Appliances. 
 
Click on the link in the Admin column to be redirected to that Appliance’s admin web page 
which can be used to configure the Appliance. 
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Troubleshooting	SecureLink	2.0‐Embedded	scanners	
 

Accessing embedded web pages 
Network Commander provides quick links to embedded web pages. 
 
Right-click on the link in the Admin column to get a list of embedded web pages.  The 
sldemo page can be used to exercise the scanner and view SecureLink 2.0 messages. 
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The engdemo page is designed for developers and can also be used to exercise the scanner.   
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Downloading an API log file or “Trace” 
DCC Support Analysts may request an API log or “Trace” to assist in troubleshooting issues.  
A button is provided for each SecureLink 2.0-Embedded scanner in the Dashboard. 

Click on the Trace button to begin the download process.  

 

	

Save the Trace file to the desired location. 
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Troubleshooting	Network	printers	
Click on the Printers tab to view the active list of printers. 
 
Click on the link in the Admin column to be redirected to that printer’s admin web page.  The 
printer’s interface status is shown. 
 
Click on the Printer Status link to check the status of the network printer. 
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Click on the Print Test Page button to print a test page. 
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Additional configuration information can be found on the test page. 

       

 	



 

 

Network Commander User Guide 
 

Rev. C 
6/28/20/23 

 

 
Digital Check Corp.  Page 34
 

Troubleshooting	SecureLink	2.0	Appliances	
Right-click on the link in the Admin column to get a list of Appliance demo pages.   
 
The sldemo2 page can be used to exercise a scanner connected to the SecureLink 2.0-
Appliance and view SecureLink 2.0 messages. 
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Other	Operations	
Reboot Printers 
Reboots all printers in the active list. 

Run Config Script 
Choose a JSON file describing a “program” of API calls to execute against all devices in the 
active list.  This JSON file must have a root child named “program” containing an array of 
“command” objects.  Each command object has a key “command” with a string value with the 
name of a SL2.0 command, and if necessary, a key “args” that depends on the 
command.  See the included example jsonprog-testall.json that demos many of the 
supported commands.  Other commands that are supported include changing the admin 
credentials (via the setAdmin command), and configuring the CA for self-generated SSL 
certificates (via setCertInfo, uploadCACertificate, and uploadCAKey commands). 
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jsonprog-testall.json 
{ 
 "program": [ 
  { 
   "command": "setNetworkInfo", 
   "args": { 
    "CAPIBroadcast": true 
   } 
  }, 
  { 
   "command": "connect", 
   "args": { 
    "Exclusive": false 
   } 
  }, 
  { 
   "command": "setParameters", 
   "args": { 
    "fbwEnabled": true 
   } 
  }, 
  { 
   "command": "disconnect" 
  }, 
  { 
   "command": "UploadSSLCertificate", 
   "args": "C:\\sl demos\\Sample Certs\\DigitalCheck_Cert.der" 
  }, 
  { 
   "command": "UploadSSLKey", 
   "args":"C:\\sl demos\\Sample Certs\\DigitalCheck_Key.der" 
  }, 
  { 
   "command": "UploadFirmware", 
   "args": "C:\\sl demos\\fw\\Teller-ExEl-EDS.hex" 
  }, 
  { 
   "command": "reboot" 
  } 
 ] 
} 
 


